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Feedback on the Security forum 2007 - 25 October 2007

1 InTRODUCTION
This report provides some feedback on the Security forum organised by L-Sec and IMEC. Internationally renowned speakers positioned the main topics: security and the different roles of encryption.

SIM-card and handset forensics. The more security is required, the more encryption is used. This automatically leads to the fact that criminals can operate even more “protected” behind the curtains. Any law enforcement agency is confronted with this dilemma. London paves the way with a law: 5 years prison sentence for those who remain unwilling to deliver the encryption algorithm when asked to do so.

How to analyse a SIM card give the impossibility to interact without altering its internal state

Anti-counterfeiting technology, based on physical unclonable functions, embedded into the product in an inseparable way. From clothing, smart-cards, up to banknotes and drugs: they are all being falsified. The PUF, physical unclonable function, has to map the response to the challenge: secret keys are extracted. Secure memories are built in ICs, making these ICs unclonable.

How to SQASH your data ?  Lightweight Cryptography for (low cost) RFID tags.

HASH functions are overkilled solutions. Therefore: use a public key function as a hash: c=m²

From here onwards, it became clear why Adi Shamir, has several mathematical discoveries named to his theory. The Weizmann Institute of Science, Israel is leading this domain.

Secure non-volatile memory. Modern SOCs, system on chips, are integrating more security features, but integrating non-volatile programmable memory in complex SOCs can be very costly.  Non-volatile flash memory with security is an alternative to reduce the SOCs costs.

Secure Flash !.  One trend is centralising all security in a single chip, the alternative trend is a distributed architecture
Remote monitoring of people at risk and remotely supervised treatments. Unique innovations in healthcare: biomedical engineering with ICT. It can even make healthcare more efficient & effective. Fall detection, spasticity and epileptic seizures as an example.

From Cure to Care ! Sensing and actuation/feedback leads to a BAN: a Body area Network.

Gaining experience in neck-shoulder pain (from working at the computer)  Patients and doctors have confidence, but security is still not very mature/addressed.  Automatic identification of all components in the chain, user friendly identification and authorisation to be monitored: it all requires the highest security. Think about a drug pump which is remotely adapting the dose: ….how to guarantee trust.

HPLabs trusted systems lab & HP security office

Critical for modern business: establish strong assurance that we are able to maintain appropriate controls and to manage the risks to which our information systems exposed.

Next generation information systems use trusted computing and trusted infrastructure technologies, providing built-in security primitives that support the needs of tomorrow’s information security architectures.

Security threats on IPv6   Threat Comparison between IPv4 and IPv6 networks for various challenges(scanning by worms, IP spoofing..)  IPv6: a wake-up call:  not secure by default !

And be aware.. IPv6 is already in your network, in business and at home: check the way Vista talks to your printer.

Security is evolving, continuously. So, are we more secure now than 15 years ago ? 

Consider typing a letter, with no traces to be left:  

15 y ago on a PC with DOS, the OS was on a floppy, no harddisk at all, no permanent connection to internet, no permanent surveillance nor automatic updating on the security … that was even better is many respects.  Today USBs are spread and grow faster than mushrooms: who understands what these things all install on your machines ?
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